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Abstract
Internet of Things (IoT) a growing phenomenon, refers to the seamless integration of things into the
information network. The security in IoT is tampered because of the various attacks which happen due
to resource constrained nature of the devices in the network. Thus, although IoT is evolving as an
attractive next generation networking paradigm, it can be adopted only when the security issues are
resolved. This implies that, in a dynamic and collaborative IoT environment, the devices need to be
trustworthy. This paper proposes a gateway based trust management system and an algorithm for
computation of trust for the devices. The system focuses on making the computations on the devices
lightweight and the network robust. The proposed system is tested against various IoT attacks and
results demonstrate that it can clearly identify the malicious device if any, in the IoT network.
Key-words: Attacks, Internet of Things (IoT), Security, Trust Computation, Trust Management.
1. Introduction
There is a lot of development in the field of Internet of Things (IoT). However, the devices in
the IoT network are vulnerable which compromises the privacy of the device or of the user [1]. Today,
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IoT systems have become more vulnerable for various types of attacks. This is due to the number of
devices getting connected to IoT systems has been on rise. Being at the edge, IoT devices may become
entry-point into the enterprise systems. These devices may become vulnerable as the security
mechanisms are not well defined for many such devices. If these IoT devices are directly connected to
the internet, they might be remotely controlled through the exploitation of vulnerabilities. Hence, before
communication between IoT devices, trust need to be established [2].
This paper presents a gateway based trust management system for computing trust of the
devices in IoT network. The system focuses on establishing trust between devices as well as between
the device and a gateway. The trust is established between two devices by computing direct and indirect
trust values. Direct trust is evaluated considering the Quality of Service [3] of the devices and indirect
trust is the integrated recommendation trust value. It results into the lightweight trust computation
because of the following two features of the proposed system for trust management. Firstly, whenever
the direct trust of the device is not credible, then only indirect trust is computed. Secondly, direct and
indirect trust values are calculated on the gateway rather than on the devices.
The remainder of the paper is organized as follows. Section II presents the earlier work done in
the domain of trust in IoT. Section III depicts an architecture of the proposed system and presents an
algorithm for gateway based trust management for IoT. Section IV presents experimental results for
various test cases based on the simulation and hardware implementation. Section IV also includes the
analysis of the proposed system. Section V summarizes the paper.

2. Related Work
Trust plays a significant role in implementing IoT [4]. Authors in [4] and [5] describe the
various security concerns in the IoT environment and therefore the need for establishing trust between
IoT devices. The approaches of trust evaluation for IoT systems, found in the literature, make use of
various techniques like direct as well as recommendation and reputation based trust computation
[6][7][1][2][8][9]. The approaches based on graphs [10], Machine Learning [11] and encryption [12]
have also been suggested in literature. Trust management approaches for IoT environment in literature,
take into consideration various domains such as healthcare [13][14], agriculture [15] and smart cities
[16].
Authors in [4] describe the importance of governance in achieving the trust in IoT. They further
specify security, privacy, identity management as trust related crucial factors in the IoT environment.
Authors in [5] highlight that in IoT environment, IoT devices themselves may turn up to be adversaries
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and hamper the security of IoT network. They further specify the need of trust mechanisms in IoT and
indicate that gateway can act as significant resource for trust establishment.
For fog-based IoT systems, a context-aware trust using hybrid methodology and protocol for
reputation management is presented by authors in [6]. In this work, to select a service provider as a
credible entity, its recommendation is refereed and trustworthiness is calculated. Five trust related
attacks namely, opportunistic service, badmouthing, self-promoting, discriminatory and ballot-stuffing
are implemented to mitigate the attacks by malicious entities. Data aggregation scheme is used to
address the scalability issue. However, the protocol is simulated to check its effectiveness. Authors in
[7] proposed a lightweight methodology for the devices in the area of industrial IoT. These nodes cannot
secure themselves during the data exchange among each other. LightTrust makes use of a centralized
trust agent which generates and manages the trust certificates. Trust certificate is generated based on
direct and indirect trust value evaluation. These certificates permit the devices to communicate with
other devices for a certain amount of time without evaluation of trust values. This work claims to have
time-driven trust management for better utilization of resource constraint devices in terms of
computation and energy. However, protocol is implemented and evaluated with other work based on
simulation.
The approach proposed by [1] computes the trust of nodes in IoT networks based on the data
rate and drop rate of packets in the network. The approach also takes into consideration different attacks
in the IoT environment. Authors in [2] proposed a model to compute the trust values of various devices
in IoT and to predict the trust for a specific amount of time. Yuan and Xiaoyong in [8] proposed a
lightweight trust evaluation approach for IoT devices. It makes use of feedback from different sources
in trust computation which results in the robustness for badmouthing attacks. HoliTrust [9] is a trust
assessment mechanism meant for communication across the multiple domains in IoT.
In [10], authors propose a hybrid trust management framework using Probabilistic
Neighbourhood Overlap (P-NO). P-NO is used for calculating trust between the nodes. This framework
generates a social graph based on two types of social graphs namely, online social network of the IoT
device owners and the social network of IoT-devices. The approach used in this work uses artificial
intelligence of device and human intelligence for the trust management. However, this work provides
simulation based analysis of proposed trust management framework. A framework is proposed by
authors in [11], for trust evaluation of services in IoT based crowdsourcing environment. The approach
makes use of a service, the owner and the device perspectives in evaluation of the trust. In this work,
trust model based on Neural Networks is proposed. The approach has been evaluated for the accuracy
in identifying the trustworthiness of IoT services. Authors in [12] proposed an algorithm for trust in
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IoT based on encryption and authentication. It relies on lightweight trust evaluation which considers
the sensors as anonymous.
Decision making based on trust for IoT systems, which are meant for health, is proposed in
[13]. The algorithm takes into account risk category, reliability, and loss of probability of health as the
major factors for assessment. Authors in [14] proposed an algorithm based on enhanced Dirichlet for
trust assessment in IoT environment. The algorithm focuses on detection of IoT attacks as relevant to
the healthcare applications based on IoT systems. Kaur and Tange in [15] evaluate the existing trust
models and they proposed an algorithm for trust in IoT based on reputation and eigen values. Authors
in [16] proposed a recommendation based technique for selection of devices in IoT systems, meant for
smart cities. The technique makes use of dynamically generated black and white list for selection of
trustworthy devices. The approach takes into account the relationship between the service providers of
edge devices and the edge devices with respect to trust, along with the trust values between the smart
devices. The qualitative validation of the proposed approach is performed using the game theory.
However, the authors have used simulation to evaluate the performance of their model.
In summary, the above review of existing work implies that IoT environment is more vulnerable
to various attacks and therefore security in IoT networks is a key concern. Security threats in IoT in
turn lead to lack of trust in IoT environment. This indicates the continuous need of trust management
approaches for IoT environment. The proposed gateway based trust management system for IoT takes
into account direct and indirect assessment factors for evaluation of trust between the nodes. Gateway
based centralized trust computation mechanism is meant to be robust. The proposed trust management
system effectively detects the various IoT attacks based on the trust values and is also able to identify
the malicious nodes.

3. Gateway based Trust Management System
A. System Architecture
IoT devices such as smart sensors can be easily owned by malicious entities or be remotely
controlled through exploitation of vulnerabilities. Hence to enable secure communication, we have
proposed a gateway based trust management system. The layout of the proposed system is shown in
Fig. 1. It shows a hierarchical structure consisting of IoT devices like smart sensors at the lowermost
level and a gateway as the higher level. The gateway is responsible to calculate trust value of all the
connected sensors and identify malicious nodes (sensors) under attack. Trust is established between
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two nodes (sensors) by computing final trust value using direct and indirect trust values. Direct trust is
evaluated by making use of the Quality of Service of the devices and indirect trust [17] is the integrated
recommendation trust value. Recommendation is taken from all the nodes [18] except the nodes which
want to communicate.
Gateways communicate with the cloud at the backend where data approaching from the IoT
devices is stored and processed. The main focus of this paper includes the trust computation between
the devices and between the gateway and the device. Hence, the cloud related trust management is not
considered further, in this paper. The proposed trust management system consists of three modules viz.
Authentication, Trust computation and attack detection.

Fig. 1- Architecture of Trust Management System

Authentication module validates every device that attempts to communicate with the gateway.
The unauthorized access by any of the devices is notified by the gateway. Trust computation module
computes the final trust value of the device by making use of both the trust values namely direct and
indirect. Attack detection includes the detection of Good Mouthing attack [14], Bad Mouthing attack
[14][19], Newcomer attack [14][20] and On-Off attack [14][21]; by the gateway.

B. Algorithm for Trust Management System
The algorithm for trust management is comprised of two stages as described below.
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Stage 1: Authentication Phase
In this stage, authentication and access to the devices is controlled by the gateway, as described
in the below given steps.
1. Gateway maintains a list of Media Access Control (MAC) addresses of all the nodes
connected to it.
2. If a new malicious node gets connected, the MAC address will be absent in the list. Hence
unauthorized access is detected.
3. If a new entity is to be added in the network, its corresponding MAC address is required to
be entered in the list maintained at the gateway.

Stage 2: Trust Computation between the Devices
In this stage, the final trust value of the device is calculated based on the direct and indirect trust
values, as described by the below given steps and are as per [22].
1.

Get the values of rate of successful and unsuccessful transactions.

2.

Compute direct trust between node i and node j using Bayesian approach [22] as given by
(1).
𝐷𝑖𝑗 = (α𝑖𝑗 + 1)/(α𝑖𝑗 + β𝑖𝑗 + 2)

(1)

where 𝐷𝑖𝑗 is direct trust, α𝑖𝑗 and β𝑖𝑗 are rate of successful and unsuccessful transactions
respectively.
3.

Evaluate whether the direct trust is enough to decide the credibility of the node by comparing
the value of direct trust with confidence threshold [22].

4.

If the direct trust value is credible, then assign the value of direct trust 𝐷𝑖𝑗 to final trust
𝑇𝑖𝑗 [22].

5.

If the direct trust value is not acceptable, then the final trust is computed by using trust values
namely direct and indirect.

6.

Indirect trust value of a node is calculated based on the entropy theory and feedbacks from
other nodes [22]. Request for feedback for node j is broadcasted to the remaining nodes.
Feedback is collected at the gateway. For example, consider node x to be the recommender
node. Node x transmits its direct observation values (α𝑥𝑗 , β𝑥𝑗 ) of node j to node i. Then node
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𝑥
i calculates the indirect trust 𝑅𝑖𝑗
by combining its own values (α𝑖𝑥 , β𝑖𝑥 ) of node x with the

recommendation received from node x [22]. These steps of indirect trust calculation are
described by the below given equations [22].
𝑅 𝑥 α𝑖𝑗 = 2 ∗ α𝑖𝑗 ∗ α𝑥𝑗 /(β𝑖𝑥 + 2*( α𝑥𝑗 + β𝑥𝑗 + 2)+(2*α𝑖𝑥 )

(2)

𝑅 𝑥 β𝑖𝑗 = 2 ∗ α𝑖𝑥 ∗ β𝑥𝑗 /(β𝑖𝑥 + 2)*( α𝑥𝑗 + β𝑥𝑗 + 2)+(2*α𝑖𝑥 )

(3)

𝑥
𝑅𝑖𝑗
= 𝐸[𝐵𝑒𝑡𝑎(𝑅 𝑥 α𝑖𝑗 + 1, 𝑅 𝑥 β𝑖𝑗 + 1)]

(4)

= (𝑅 𝑥 α𝑖𝑗 + 1)/(𝑅 𝑥 α𝑖𝑗 + 𝑅 𝑥 β𝑖𝑗 + 2)
7.

The final trust value is computed as shown by (5) below [22].
𝑇𝑖𝑗 = 𝐷𝑖𝑗 , γ ≥ γ0
)
{(
𝑇𝑖𝑗 = 𝑤𝐷 ∗ 𝐷𝑖𝑗 + 𝑤𝑅 ∗ 𝑅𝑖𝑗 , else

(5)

Where γ is a confidence and γ0 is a minimum confidence threshold. In (5), weights of trust
values for direct and indirect methods are calculated based on the entropy values [22] as shown below.
𝐻(𝐷𝑖𝑗 ) = −𝐷𝑖𝑗 log 2 𝐷𝑖𝑗 − (1 − 𝐷𝑖𝑗 ) log 2 (1 − 𝐷𝑖𝑗 )

(6)

𝐻(𝑅𝑖𝑗 ) = −𝑅𝑖𝑗 log 2 𝑅𝑖𝑗 − (1 − 𝑅𝑖𝑗 ) log 2 (1 − 𝑅𝑖𝑗 )

(7)

𝐻(𝐷𝑖𝑗 )

1−log 𝐷
2 𝑖𝑗

𝑤𝐷 =
(1−

𝐻(𝐷𝑖𝑗 )
𝐻(𝑅𝑖𝑗 )
)+((1−
))
log2 𝐷𝑖𝑗
log2 𝑅𝑖𝑗

1−

𝑤𝑅 =
(1−

𝐻(𝑅𝑖𝑗 )
log2 𝑅𝑖𝑗

𝐻(𝐷𝑖𝑗 )
𝐻(𝑅𝑖𝑗 )
)+((1−
))
log2 𝐷𝑖𝑗
log2 𝑅𝑖𝑗

(8)

(9)

Where 𝐻(𝐷𝑖𝑗 ) and 𝐻(𝑅𝑖𝑗 ) are entropy values of direct and indirect trust values respectively.
Here 𝑤𝐷 and 𝑤𝑅 are the entropy based weights.
4. Results and Discussions
The system for trust computation is simulated using Network Simulator-2 (NS2). The system
is then implemented on hardware using Raspberry Pi development boards, consisting of four nodes and
one gateway device connected using wired Local Area Network (LAN). The system is also tested
against various attacks which include Good mouthing attack, Bad mouthing attack, Newcomer attack
and On-Off attack.
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A. Simulation of Denial of Service (DoS) Attack
The Fig. 2 depicts a simulation of Denial of Service (DoS) attack using NS2. Here, Node 3
being the malicious node attacks Node 5. So, Node 5 has spent resources on consuming the Node 3’s
data and fails to serve the legitimate data.

Fig. 2 - Simulation of DoS Attack

B. Good and Bad Mouthing Attack
Fig. 3 represents the Gateway node’s output. The initial trust matrix represents historic trust
values that gateway maintains. Positive transaction matrices are the number of successful transactions
between corresponding nodes whereas negative transaction matrices are the number of unsuccessful
transactions between corresponding nodes. Node 0 establishes connection with Node 1. Since the initial
trust value is less than the confidence threshold, indirect trust values are requested.
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Fig. 3 - Gateway Node Output

Fig. 4 shows that indirect trust matrix is used to detect the good and bad mouthing attacks. If
trust value is greater than positive threshold (0.7), then node is under good mouthing attack and if trust
value is lesser than negative threshold (0.3), then node is under bad mouthing attack.
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Fig. 4 - Simulation of Good and Bad Mouthing Attack

Fig. 5 represents the recommendation trust values for the nodes in communication.

Fig. 5 - Recommendation Trust Values
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C. Newcomer Attack
Fig. 6 depicts the output of the Newcomer attack. Gateway has a list of MAC addresses of all
the nodes present in the network. If any unauthorized node enters into the network, gateway recognizes
it and further operations are denied for that node.

Fig. 6 - Simulation of Newcomer Attack

D. On-Off Attack
Fig. 7 depicts the on-off attack detection. Node 1 is under on-off attack by Node 2 following
the pattern of behaving well and bad according to the situations.
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Fig. 7 - Simulation of On-Off Attack

E. Analysis of the Proposed Work and Comparison with the Earlier Work of [14]
The proposed system takes into consideration both direct and indirect trust. The proposed
system is more secure compared to peer to peer system as the trust is evaluated at the centralized
gateway device.
The proposed system consists of resource-rich centralized gateway for the computation of trust,
thus enabling the system to have resource-constrained nodes (edge devices). This makes the
computations extremely lightweight at the nodes (edge devices). However, the proposed system may
have a single-point of failure since trust computation is performed at the gateway device.
The proposed algorithm is evaluated for its performance. The performance is found to be good
as the trust computation time is 0.15 seconds for the prototype implementation consisting of four nodes
and one gateway device. Also, the computational complexity of the proposed algorithm is found to be
O(n2) which is fairly good. Our proposed system is also scalable as the system is based on wired LAN.
The trust computation method mentioned in [14] is implemented using network simulator.
However, our proposed algorithm is implemented using IoT development boards and the results are
discussed above, in the earlier part of this section. Our proposed system uses gateway based
architecture, whereas this architecture is not used in the trust management system in [14].

5. Conclusion
This work has proposed a gateway based trust management system for computing trust of the
devices in IoT network. The system ensures and enhances the protection of smart IoT devices in the
network against IoT attacks. The trust computation takes into consideration direct as well as indirect
trust according to their randomness. The system makes use of lightweight trust evaluation mechanism
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and it considers hierarchy of the devices. The proposed trust management system effectively detects
the various IoT attacks viz. Good Mouthing attack, Bad Mouthing attack, Newcomer attack and OnOff attack; based on the trust values and is also able to identify the malicious nodes.
In future, the system can be extended to include trust establishment between the gateways.
Higher level in the hierarchy which is cloud, may be added for computing trust in IoT network. Real
time data from sensors may also be considered in trust computation. The system can also be tested
against other attacks like Sybil attack for more robustness.
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