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Abstract

The rise of connected world is a reality throughternet of Things (loT)technology and is
increasingly changing the way people live, communicate and. Werkaps, for a continued support
to be deliverd efficiently and effectively in terms of the services 10T offers, there arecbaitenges
which needattention This is basically the security aspe@tsrtaining to the data the loT devices
generate, collect and process. In the recent years, blocktbelnmology gained attentian cutting
edge solutions based @ecuringloT devices However, it is obseed that adoption of blockchain
technology is limited in several countrieBhe proposed research aims to investigate potential
barriers to adopting bbckchain technolgy in smart city applicationshrough a qualitative studyn
addition, a stake algorithntio demonstrate the security aspect in 10T devigeasented.
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1. Introduction

The impact of the #h Industrial Revolution (4IR) technologies brought out positive economic
variations andnarket dynamics in recent years. In the current era of utilizing latest technologies of
4IR, considered to be the new fuel formm r o wd s b praposedeesesitaims tbexplore the
use of blockchain technology in Internet of things (loT) devieesmprove industrial business
practicesand alsofrom a security perspectivdoT senses the real world through systematized
collection and transmissn of big data tocand fromenormous, connectedevices for a specific
application(loT Agenda 2021)Secued transactiongnd exchange of data are equafthportant,
which is proposed to beaccomplished by blockchain technology. This kind of integratén
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technologiesis a must in the curmat digital era, where technological disruption has become the
constanevolution process to succeed as a digitally transformed organization.

Blockchain technology evolved witlpromising applicationsn financial domaininitially .
Howeve, this emergingdchnology hashowngreat potential irdiverse domains such as healtlecar
supply chain and so oistudies show that blockchain is not just the technology behind bitcoin but
something more than thafrbogastand Eloudriri 2019) (Conway2021) Researlb confirms that
blockchain technology is a real way of decentralizing thertet, hence an ability to make huge
positive changes in the industry. Bitcoin and Ethereum are popular architectures of decentralized
systems Anderson 2019). However, generallynot many countriehave adopted this technology
widely (Pawczuket al2020) The current research aimspioesent a stake algorithm to demonstrate
how the use oblockchaintechnology can be used to provide security in l@Vices alongside
investigatepotentid barriers tovidely adoptng new technologies like blockchain.

2. Literature Review

Automated IoT improves communication within the system, allowing better access and
transfer of data. In companigs,ncrease productivity and allow more controlled omitoring, thus
eventually helping to increase revenue. However, 10T Iagcurity. It is quite easy for a hacker to
hack into an loT system and gain access to all connected devices and obtain confidential information.
Also, if a bug or virus infects ondevice, it will carupt the whole systenNeedessto mention, the
more deicesconnectedthe harder it is to manage all the data

Blockchain is a recent technology evolved as a solution provider to security .threathain
of blocks, if an aor occus in one copy of the blockchain, @oes notin the majority and thus, is
removed. This decentralisati@analso secure the data, since any hacker wishing to changesit
make sure the change is replicated in 51%hefsystems to backnowledgd andconsidering the
millions of networks connected to one blockchains almaost impossible. Moreover, the personal
data of anyone is not just confidential, but the entire record is also transparent since anyone can view
it. It also reduces cost bymeving ay sort of thirdparty involvement for carryig out deals and
verifying them. However, this technology has certain setbacks. Implementation requires huge
investment and work including the necessary programmirdy retatel tasks The process of
verifying the transactions is costly for miners depending on where they live andbtieetéey would

need to be provided certain incentives to continue their work. The amount of confidentiality offered
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by blockchain has led to itgsage in illegal activitiesuch asmaking purchases on the dark web

whichis alarming for the governmenaff 2020).

While investigating potential blockchabrased solutions to secure 10T devicesjeral studies
are undertaken that includes potentikdckchain solutions forolT in improving the overall security
(Zhou et al 209). It is important to note thatesign of protective measures against security threats of
an loT device depends on various features of 10T and hence designing a practicanand g
framework is challeging. Fom an adoption of blockchain technology perspectihe, target
individual must show a relative amount of interest in the introduced technology. In this case,
acceptance occurs only when there is a little undue impregsionthe environment forrgups to
accept a specific technique. rmust be something unbeaten and, in cladsieams, irresistible to
ignore. Secondlyit is afact that there is a need for a framework to support acceptance. For example,
when a new teclatogy is introduced, it isot erough just to attract the attention of the consumers.
Instead, the most imporiathing to be made sure of is that there should be a strategy that should
maintain the interests in the longer term. This means that thene@dagsa room for improvement
credivity, and innovation according to the changing environment, or else peagld not get
interested It is essential to consider such a population who can be helped towards influencing others
to adopt a technology thateth havenot yetbeenexplored (Wintgens1999.

A proof of concept is presented to demonstrate securing medatal by proposing
loT-Blockchain archtecture through smart contractprotocols for data access and publisher
subscriber system for the notidition (Rifi et al 2018) A set of challenge associated witkecuring
loT devices with blockchairin terms of storage and amputing resourcesire also addressed
(Agoulmine et al 2018).Y et anotherinterestingresearch thatlemonstratepromising potentiabf
blockchain in IoT security is the statkét aims to prevelrig one rodeto publish other block on the
man chainby acting as a variant of selfish mingless et al 2018) An architecture based on a
network of hyperledgerfabric is proposed for saedng IoT devicesadvantaged with minimum
resourceutilization (Arse and Dubey 2020).

There are somdey featues and core values any system possesses that brings forth its
uniqueness, and that identity then promises its best position among other nadmkelogges. Still,
again that core qualitysiapplied conditionally basl on its utilization purposeand if itdoes not suit
the primary purpose of utilization, the very same core value can act as a curse and count as ¢
drawback overall. Blockchain techngy is designed for its transparency anempess. It involves a

groupor chain of people who hawacess to @rtain information mutually. Within that chain, there
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stands no privacy or confidentiality, which in some firms like in the fabric industryryshedpful.

But if the same technology isplped to a bank, the purpesvill be severely sabotagetid would le
considered a flaw. Therefore, in terms of privacy and protection, this technology has multiple
limitations too(Lencioni 2020) The proposed search tries to invéigate the potential driers to
adopting blockchin technologyin generaland also proposs a stake algorithm to demonstrate

securing loT device using this technology.

3. Materials and Methods

To investigate the potential barriers amgportunities for adopting blockchain tectogy, in
general aninterview was conducted witome enployeesof UK organizationsin addition, ptential
organizatios to use smart city platforrwere identified since such organizationgyht be needed to
adopt such a huge shift in technolog@hhis included public ad private sectors in Oman. Data were
collected thraigh an interview withsenior level managers to investigate the potential barriers for
blockchain technologyadoption at a larger scala the cauntry. Qualitative data gathered were

analsed to concludents study and the same is presented ttiSe 4.

To demonstrate the stake of algorithm to secure 10T devices using blockchain technology,
blockchain has been connected with the physical woviel avires as idcussedsubsequentlylt
involves cheking whetheone is allowed to use a servioe na. In addiion, certain number of
tokensthat will be assigned to user account identified by its addiestiecked by retrieving them
usingSmart Contret (SmartToken)LEDs with a button.

Figure 1 illustrates theflow diagram Assume theraretwo users User A aml User B (sende
and Receiver)User A initiates bitcoin transaction orEthereumblockchain connectedo web
platform User A transfes a bitcoin toUser B,every transaction ieepresented on network as block
This block will broadcast the traaction tahe networkOn every transactigrvalidity canbeverified
by user,and thisis furtheradded to the chaimAfter that, the verified recordgan be visible to all
users which is undethetransaction obitcoin. Then the data can be securelgved betwea User A
andUser B(Satapathyet al 2018)

Table 1- Indicateshe HardwareandSoftware Utilized
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Tablel - Hardware andoftware Requirements

LED
Breadboard
Wires
Hardware
Button
Resistors

Raspberry Pi

EthereumwWeb3
Node.Js

Software

! Hardwareincludes LEDs @ Nos. green and red)a button, bread board and wires,
4resistors (2 x 220q, 1kq, 10kq), Raspberr

1 Softwareincludestwo packages (Web3 and On O#ind Node.js

Step 1 Start with electronicssection: Initially Raspberry Pimust be turnedff before
proceeding.An LED is connectedo the R P i GP$017 mrt. Hgure 2 illustrates theschematic
diagram Figure 3 shows thehysical connection of the electronic egonents on dread board

arrangement.
GPIO17 port (port 1X~ L E D @pasitive) anode pin
L E D (egative)cathode pir=> resistor = R P i GN\B port (port 6).
Power on the RPi once finished.

Step 2 Make theRPi connection This isaccomplished usinthe SSH command tmake a

connecibn to RPi

Step 3 Start nodesStart the miners and RPi node with appropriate comméedisre the
deployment ofthe Smart Contract

Step 4: Preparation &Pi: All the operations to be performed on RRich as installation of

software forrunning the scriptis done. The script will help in interacting wiimart Contract.

Necessary instructions afellowed to install Node.js 7.x on the RPSubsequentlyproject
folder is prepared by utilizingVeb3 installation viaGit. EthereumWeb3package is tilized. Web3
moduleis a node module that provides a JavaScript &®l this will help ininteractng with the
Ethereum blockchair-etching the Smart Contradéts s t a sillesthrough the IS sctipn this
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module.An earlier version is used here due to compatibility issues with the 1.0 beta vArsieasy
interaction to the RRimads po&Ple Brough thes@fftnmdul®@fio o r
create the client apmlaion, JS script s ¢ r e a tsmad_tokea.Bwhietdarefused for interacting
with the Smart ContraendRPi.

Figure 1:Workflow Diagram
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deployed on the private blockchai@onsequentlythe ABI of the SmartContrads providedby
replacing variablédBI6 s ¢ a Rinaleyrthe slient applicatiorcan be executedefore tesng the
apgdication, thee is a wait period for the change to happen on SmartContract. Eventually, testing is
done wusing Mist by droppi ng Acarkiegly,dEDtgetslitPasedn o d e
onthe remaining token. By pressing the buttiive numbeof tokens carbe obtained.
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Figure 2- Schematidiagram
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4. Results andDiscussion

Based on the analysis glalitative data collected, ¢hfirst and foremost barrier to adopt
blockchain is thahot many companies and organizations areinglto shiftto the new tehnology.
Most of the organizations are either distrustful of the new technology or simply too comfortable in
their old practices to be willing to make an effort and exhaust the resources that would be required in
making the chage. Secondlyevery county should have a national strategy for blockchain which is a
guiding principle to adopt this technolagyack of awareness about the technologyet another
barrier This lack of knowledge automatically means most of the org@mizawill na be motivate
to adopt newtechnology andmight even be distrustful of itAnotherproblem is lack of relevant
expertise and experience, finding people who are specialized infighkdsand experienced is
extremely difficult, especially cordering that the majority is not even aware of the technology.
Without sufficientexpertse managing the implementation process dreltechnology upon adoption
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is highly risky to adopt an entirely new system. Many problems can arise which no one will know

how to cealwith.

Figure 3: BeadBoard Arrangement
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Another major problem is the lack of proper infrastructure in organizations and inadequate
government policies concerning the matter. Most organizations do not have the systems and
infrastructure lhat is neessay to accommodate the integration of such complex technology in their
existing systems. The lack of government poliégresegard toimplementing new technologies and
using them means that most organizations do not have a framework thegllcantd enablethe
adoption of blockchain in their systems. Insufficient rules and regulations also demotivate
organizations from fear of breaking the law or ethics that might exist out of their knowledge and
policies. This is further complicated by fragntationin organizations. The divide and extreme
hierarchies mean there are constant disputes and disagreements which can present a hurdle to at
new policy or action being implemented, much less a change of this magnitude.

Another factor which demotivedl manyorganiztions from adopting this technology is the
lack of potential uses in their company for the technology. No company is willing to waste their
resources and time on a technology which eventually will prove to be of little to no use for them an
their work. For most organizations, this technology has limited practical applications which are not
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worth the resources and effort needed to implement this technology. A simpleenefit analysis,
the costs outweigh the benefits.

On the other handhe mainones feing the commitment of the government to the cause and
their provision of adequate resources for the procedure; since this technology is highly costly and the
cost can be a barrier for many (Zmudzinski, 208)wever, adoption of blockchatechnobgy is
not too far since smart city realization is already in progress. Several 10T devices play a key role in
smart city applications. Security f coursea great concern. Therefore, blockchain adoption to

implementation willbea requiremenin the near futwe.

Figure 4- Bitcoin Transaction

Regarding the results of proof of stake algorithm, Raspger®S and BlueJava IDE have
been usedThe webpagefor bitcoin transaction utilizing blockchain technolagyshown in figure 4
Several fustions such as g¢msit token, withdraw token and balance enquiry are provided. Initially
deposit token is chosen to deposit a token via this network. ClickuExbutton as shown in figure 4
and a bitcoin is deposited. Ethereum platform is used for peirfgrthis transaoon. In every bitcoin
transaction, there is a need of encryption. In this, a double encryption method is used namely
password and security code as seen in figuBubmit button is clicked.

When a Itcoin is deposi#d using blockchain ¢hnology, it imples the transaction is
executed. This is indicated through the green LEB.shown in figure fthe transaction is in the
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